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1. IACIIOPT PABOYEM MPOT'PAMMBbI
HPOPECCHUOHAJIBHOI'O MOAYJIA

OpraHnsaunﬂ CETEBOIo A AMUHUCTPUPOBAHUA

1.1. OO0JsacTb NpUMEHEHUs NPOrPaMMbI

Pabouas mporpamma mpodeCCHOHATTEHOTO MOJTYJIS SIBJIIETCS 9aCcThIO MTPOTPAMMBI
MOJATOTOBKM CHENUAINCTOB cpeaHero 3BeHa B coorBeTcTBuM ¢ PI'OC CIIO mno
cnequanbHocTh 09.02.06 CereBoe M cHCTEeMHOe AJAMHHHUCTPUPOBAHHWE, B YacTH
OCBOCHUS OCHOBHOTO BUJA JESITeIbHOCTH Opranuzanus ceTeBoro
aAMHHHUCTPUPOBAHMSA U COOTBETCTBYIOUINX MPO(HECCHOHATBHBIX KOMIETSHIIHIA:

1. AIMUHUCTPUPOBATDH JIOKATbHBIE BBIYMCIUTEIBHBIE CETH U MPUHUMATh MEPHI IO
YCTPAHEHHUIO BO3MOXKHBIX COOEB.

2. AJIMHHHCTPHPOBATH CETEBBIC PECYypChl B MUH(POPMAIIMOHHBIX CHCTEMAaX.

3. OOecneunBath cOOp TaHHBIX JJIS1 aHAJIU3a UCTIOJIb30BAHUS U (PYHKIIMOHUPOBAHUS
POrPaMMHO-TEXHHUUECKHUX CPEJCTB KOMIBIOTEPHBIX CETEH.

4. B3auMoJIeiiCTBOBaTh CO CIEHHAIUCTAMU CMEXKHOIro npoduiis mnpu pa3padoTke
METOJIOB, CPEJCTB M TEXHOJOIMM NpHUMEHEHUs OOBEKTOB MpodeccroHAIbHOM
JESITEIIBHOCTH.

[IporpamMma npogeccuoHanbHOIO MOAYJS MOXKET ObITh MCIOJB30BaHa B J0-
HOJIHUTEJIBHOM Ipo(deccrnoHaIbHOM 00pa30BaHUM U MPO(ECCHOHAIBHON MOATOTOBKE
pabOTHUKOB B 00J1acTU MHGOPMATHKHA M BBIYUCIUTEIILHON TEXHUKH MPU HAIWYUHU
cpeaHero (IoJTHOro) o01ero oopa3oBaHMsl.

1.2. IMeau m 3apa4m npodecCHOHAIBHOTO MOAYJS - TPeOOBAHMS K pe3ybTaTaM
OCBOCHUSI MPO(PEeCCHOHATBLHOI0 MOAY IS

C uenplo OBNANICHUS yKa3aHHBIM BHJIOM MPO(EeCCHOHATHLHOW NEATEIbHOCTH U
COOTBETCTBYIOIIMMHU MPO(HECCHOHATBHBIMA KOMIIETEHIUSIMU OOy4aroluics B XOJe
OCBOEHUS MPOPECCUOHATIBHOTO MOAYJIS IOJIKEH: HMeTh NPAKTHYECKH ONbIT:
- HACTPOWKHU cepBepa v pabouuX CTaHIIMM /711 Oe30macHoi nepeaayr HHGOpMaInu;
- ycTaHOBKH web-cepBepa;
- OpraHM3aluu J0CTyNa K JOKAIbHBIM U INI00AIBHBIM CETSM;
- CONPOBOYKIEHHUS U KOHTPOJI UCIIOJIB30BAaHUsI IOYTOBOTO cepepa, SQL cepsepa;
- pacyéra CTOUMOCTH JIMIIEH3MOHHOTO MPOrPaMMHOI0 00eCcrieueHHsl CeTeBO HHPpa-
CTPYKTYPHI;
- cOopa IaHHBIX JIJISl aHAIN3a UCIIOJIb30BaHUS U (YHKIIMOHUPOBAHUS IPOTPAMMHO -
TEXHUYECKUX CPEJCTB KOMITbIOTEPHBIX CETEH;
YMeThb:
- aJAMUHHUCTPUPOBATH JIOKAJIbHBIE BHIYUCIUTEIbHBIE CETH;
- MPUHUMATH MEPHI TI0 YCTPAHCHUIO BO3ZMOXKHBIX COOEB;
- yCTaHaBIIMBAaTh HHPOPMAITUOHHYIO CUCTEMY;
- co37aBaTh U KOH(MUTYPUPOBAThH YUETHBIC 3aITUCH OT/ICTBHBIX MOJIH30BATENCH U MOJTh-
30BaTEIbCKUX TPYMII;



- PErucTpUpPOBATH MOAKIIOUYEHUS K TOMEHY, BECTH OTUETHYIO IOKYMEHTALINIO;

- paccUMTHIBATh CTOMMOCTD JIMIIEH3MOHHOT'O MPOrPaMMHOI0 00eCIEYeHUs CETEBOM
UHPPACTPYKTYPHL;

- yCTaHaBJIMBATh U KOHQUTYPHUPOBATH AHTUBUPYCHOE MPOTrpaMMHOE 00ecIieueHue,
nmporpaMMHoOe obecrieueHre 0a3 JaHHBIX, TPOrPaMMHOE 00eCTieueHUE MOHUTOPUHTA;
- obecrneunBaTh 3alIUTy IPU MOJIKIIOUYEHUH K IHTepHET cpeacTBaMu OnepalioOHHON
CHUCTEMBI;

3HATh:

- OCHOBHBIC HaNpaBJIECHUS aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEI;

- THIIBI CEPBEPOB, TEXHOJIOTHIO «KIIUEHT - CEPBEPY;

- c1ocoObl YCTAaHOBKH U YIPABIIECHUS CEPBEPOM;

- YTWINTHI, PYHKIINH, YJAIEHHOE YIIPaBJIECHUE CEPBEPOM;

- TEXHOJIOTUU OE30MaCHOCTH, IPOTOKOJIbI aBTOPU3ALNU, KOHPUACHIINATBbHOCTD U
0€301acHOCTh MpU padboTe B web;

- HCIIOJIb30BAHUE KIIACTEPOB;

- B3aUMO/JICHCTBUE PA3TUYHBIX ONIEPALMOHHBIX CUCTEM;

- aBTOMATH3aIMIO 33]1a4 00CITyKNBAHUS;

- MOHUTOPHUHT U HACTPOUKY MPOU3BOIUTEIBHOCTH;

- TEXHOJIOTHIO BEJICHUS OTYETHON TOKyMEHTAIINN;

- KJaccu(UKAIUIO IPOrPaMMHOT0 00ECIIEUEHHUsI CETEBBIX TEXHOJIOTHI U 00J1aCTh €ro
PUMEHEHUS;

- JIMLEH3UPOBAHUE MTPOrPAMMHOT0 OOECTIeUeHUS;

- OLEHKY CTOMMOCTHU IIPOrPaMMHOT0 00eCreueHus B 3aBUCHMOCTH OT cI1oco0a U MeCTa
€ro MCIOJIb30BaHMS.

1.3. PexoMeHayemMoe KOJMYECTBO YaCOB HA OCBOCHHE NMPOrpamMMbl npogeccuo-
HAJILHOTO MOIYJISI:
Bcero - 840 yacoB, B TOM YHCIIE:
MaKCHUMaJIbHOW y4eOHOM Harpy3ku oOyuatomerocs - 444 4acos;
CaMOCTOSITeNIbHOM paboThl 00yUaromierocs - 66 4acos;
y4ueOHOM npakTuku — 108 4acos;
IIPOU3BOJICTBEHHOM NIPakTUKK - 180 yacos



2. PE3YJIBTATBI OCBOEHUSA TPOPECCUOHAJBHOI'O MOAYJIA

Pe3ynbpTaTom ocBoeHUs MporpamMmbl MpohecCHOHATFHOTO MOAYJIS SIBJSICTCS OBJIaICHUE
00y4aroIuMuUCs BUAOM AestenbHocTd Opranu3anus ceTeBoro
aAMHHHUCTPUPOBAHMA, B TOM uncie npodeccuonanbHbME (1K) u o6mmmu (OK)

KOMIETEHIIUSIMU:
Kopn HaumenoBanue pe3yjbrara 00y4eHus
1K 2.1. AJIMUHUCTPUPOBATh JIOKAJbHBIC BBIYMCIUTEIBHBIC CETHU M NPUHHUMATh

MCPBI 110 YCTPAHCHHUIO BO3MOJKHBIX cOoeB.

[1K 2.2 AJIMUHUCTPUPOBATH CETEBBIE PECYPCHI B HHPOPMAIIMOHHBIX CUCTEMAX.

[1K 2.3. OOecneunBaTh CcOOp JaHHBIX JJIS aHalW3a HCIOJB30BAaHUS U
(YHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX CPEJICTB
KOMIIBIOTEPHBIX CETEH.

[1K 2.4. B3auMopeiicTBOBaT, €O CHEHUATUCTAMH CMEXHOT0 MpoQuis Mpu
pa3paboTKe METOIOB, CPEJCTB M TEXHOJOTUW NMPUMEHEHUS OOBEKTOB
npodecCHOHANIbHOM IeSITEIbHOCTH.

OK 1. [loHuMaTh CYIIHOCTh M COLMAIBHYIO 3HAYMMOCTh CBOEHM Oymayiei
npodeccun, MposiBISTh K HeW yCTOMYMBBIA HHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO JI€SITEIBHOCTh, BBIOMpATh THUIIOBBIE
METOJIbI ¥ CIIOCOOBI BBIMIOJIHEHUS MPO(EeCCHOHAIBHBIX 3a/1a4, OLICHUBATh
X 9QPEeKTUBHOCTh U KA4€CTBO.

OK3. [IpuHUMaTh pelieHus B CTAaHAAPTHBIX U HECTaHIAAPTHBIX CUTYalUSIX U
HECTU 32 HUX OTBETCTBEHHOCT.

OK 4. Ocy1iecTBIATh TOUCK U UCTIOTB30BaHUE HH(GOPMAIIIH, HEOOXOIUMOM JJIst
G ()EKTUBHOTO BBIMOTHEHUS MpOodecCUOHATBHBIX 3a7ad, mpodec-
CHOHAJIBHOTO Y JJUYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonb3oBath HMH(POPMAIMOHHO-KOMMYHHKAITMOHHBIE TEXHOJIOTHH B
npodeCCUOHATIBHON JIEATEIIbHOCTH.

OK 6. PaGoraTh B kO/IeKTHBE M B KOMaHAC, YP(HEKTHBHO 0OIIATHCS C KOJI-
nieraMmu, pyKoBOJCTBOM, MTOTPEOUTEISIMHU.

OK 7. Bpath Ha cebsi OTBETCTBEHHOCTh 3a PAa0OOTy WJICHOB KOMaH/bI (MOIYH-
HEHHBIX ), 32 PE3YJIbTAT BBIIIOIHEHHBIX 3a/JaHUM.

OK 8. CaMOoCTOsITETPHO OMpPENeNsATh 3aladyu MpodecCUOHATBLHOTO W JINY-
HOCTHOTO Pa3BUTHUS, 3aHUMAThCA CamMOOOpa30BaHUEM, OCO3HAHHO
MJIAHUPOBATH MOBBIICHUE KBATU(UKAIUH.

OK 9. OpueHTUpPOBATHCS B YCIOBUAX YAaCTOW CMEHBI TEXHOJOTHUM B mpodec-
CHOHAJIBLHOM JIEeSITCIbHOCTH.

OK 10 VIcrioTHSITh BOMHCKYIO OOS3aHHOCTh, B TOM YHCJIE€ C TPUMEHEHUEM

MOJIyYCHHBIX PO(HECCUOHATBLHBIX 3HAHUM (IS FOHOIIICH ).




3. CTPYKTYPA U COAEP KAHUE ITPOPECCHOHAJIBHOI'O MOAYJA
3.1. TemaTn4yeckuii JIaH NPo¢ecCHOHAITbHOT0 MOYJIsA

O0BeM BpEeMCHH, OTBEICHHBIN Ha OCBOCHUE
MEXTUCIMIUTMHAPHOTO Kypca (KypcoB)

IIpaktuka

OO0s3aTenbHas ayIUTOpHAS yaeOHast
CamocTosTenbHast
Harpyska o0ydaromerocs 6 6
Kozaw1 npogeccuo- Hanvenoanns paszenos npodeccuo- | o paboTa o0yHAIOICrocA .
HAJILHBIX KOMITETCHIHI HaJIbHOIO MOy BTU. BTU. VyebHas POH3BOJICTBEHHAS (110
B T4 ’ ’ ’ MpOoGUITIO CIIe-
KypcoBas KypcoBas 4acoB
Bcero, | maboparopHbie Bcero, [MaJHHOCTH), YACOB
pabota pabota
4acoB paboTHI U qacoB
(TIpoexT), (TIpoexT),
MPAKTUYCCKHUC
4acoB 4acoB
3aHATH, YaCOB
1 2 3 4 5 6 7 8 9 10

1K 2.3 Pasnen 1. AxMUHUCTPHpPOBaHHe 252 204 68 36

CeTeBbIX ONEPALUOHHBIX CUCTEM
MK 2.4 Pa3nen 2. [Iporpammuoe 162 128 50 28

o0ecneyeHne KOMNbIOTEPHBIX ceTeii.
MK 2.1 IIK 2.2 Paznen 3 Opranuzanus 114 112 46 2

aJIMMHUCTPHPOBAHUSA

KOMIIbIOTEPHBIX CUCTEM

Y4eOHas NpaKTHKa 108

108

I[Ipou3BoacTBEeHHASI MPAKTUKA (110 180 180

npopuiIo cnenuaJbHOCTH)

IIpomeskyTOUHAS aTTeCcTANUSA

JK3aMeH 0 MPo(pecCHOHATBHOMY 24

MOIYJIIO

Bcero: 840 444 164 66 288




3.2.

Conep:xanue o0yuenusi no npogeccuoHaaiLHomy moayato (IIM)

HaumenoBanmue pa3aesioB u

TeM NPOoPecCHOHAIBLHOI0

Copep:xxanue yueOHOTo MaTepuaJa,

O0bém B
monyJs (ITM), JlaGopaTopHble padoThl M NPAKTHYECKHe 3aHATHS, CAMOCTOsAITeIbHasl yueOHasi padoTa o0y4arommxcs, qacax
MEKAUCHMIVINHAPHBIX KypcoBasi padoTa (IpoeKT) (ec1u npeaycMoTpeHbI)
kypcoB (M/IK)
1 2 3
Pazpen 1. 252
AJMHUHUCTPUPOBaHHE
CETEeBBIX ONEPAIMOHHBIX
CUCTEM
MJK.02.01. 204
AJMUHUCTPHPOBaHNE
CETEeBBIX ONEPAIMOHHBIX
CUCTEM
Tema 1.1 YcraHoBka n CopepxaHue 62
Hactpoiika Windows Server | | PasBeprhiBanye u ynpasieane Windows Server 2016 R2
2016 R2 00630p Windows Server 2016R2. YcranoBka Windows Server 2016R2. Hactpoiika Windows Server
2016R2 nocne ycranoBku. O630p 3aaa4 no ynpasieHno Windows Server 2016R2. Beenenne B Windows
PowerShell
2 Beenenue B nomennsie cepuchl Ciryx0b1 Karanora
Beenenne 8 AD DS. O030p ¢yHKIuil KOHTpOsIepa ToMeHa. Y CTAaHOBKA KOHTPOJUIEpa JJOMEeHa
3 VYnpasnenue o0beKTaMu IOMEHHBIX ciry:k0 Ciyx0b1 KaTanora
VYpaBineHue ydeTHbIMHU 3allACSAMM I10Jb30BaTENCH. YINPAaBJICHUE TIPYNIAMU. YIIPaBICHUE YUYETHBIMU
3aMrcsMU KOMITbIOTEpOB. Jlenernpopanne aIMUHUCTPATUBHBIX 33144
4 ABTOMaTH3aIMs aJMUHUCTPUPOBAHUS JOMEHHBIX ciy:k0 Ciryx0nl Karanora
Hcmonp30BaHne Cpe/CTB KOMAHAHOW CTpOKHM s agMuHUCTpupoBanusi AD DS. Hcmonb3oBanue
Windows PowerShell mins agmunuctpupoBanus AD DS. [lpousBeieHHe MHOXECTBEHHBIX OIEpaIHil ¢
ucnonb3oBanreM Windows PowerShell.
5 IIpumenenne npotokona DHCP
VYcranoska ponn DHCP cepsep. Hactpoiika DHCP obnacreii. Ynpasnenue 0a3zoit qanabix DHCP. 3arura
u mouutopuar DHCP
6 IIpumenenne DNS
[Iponecc pazpemenns umeH B Windows. YcraHoBka cepBepa DNS. Ynpasnenue 3onamu DNS




[IpuMeHeHne JTIOKaThbHOTO XPaHUIIUINA JaHHBIX
0O0630p METOMOB XpaHEHWS NAaHHBIX. YTpaBJIeHHE ANCKAMH M TOMaMH. VIcromb30BaHME MPOCTPAHCTB
XpaHeHUs

8 [Ipumenenne ¢aitnoBoii Ciry>kObI 1 CITY>KOBI TIE9aTH
3ammrTa ¢aitioB 1 mamnok. 3anuTa namnok CpeJIcTBaMH TeHEBOTo Konnposanus. HacTpoiitka Pabodmx marmoxk.
HacTtpoiika cereBoii neuatu
9 IIpumeHeHue TpynnoBOU MOJIUTUKHU
0O0630p TpynmoBoil momuTukA. OOpabOTKa TPYNIOBHIX MOMUTHK. lIprMeHeHWe NEeHTPaTU30BAaHHOTO
XpaHWINIIA AMUHUCTPATUBHBIX 1a0JIOHOB
10 | 3amuTa cepBepoB Windows npuMeHEHHEM 00BEKTOB TPYIIIIOBON MOJTUTHKU
00630p Oe3onmacHoCcTH onepaoHHbBIX cucteM Windows. Hactpoiika mapameTpoB 06€30MacHOCTH.
Orpanunuenue npukiagaoro [10. Hacrpotika Opanamayspa Windows ¢ paciiupeHHOH 6€30MacHOCTHIO
11 | IIpumenenue cepBepHoii BupTyanuzauuu ¢ Hyper-V
O0630p TexHonoruit Buptyanuzanuu. [IpumeHenuneHyper-V. YmpaBieHue XpaHWIHMIEM BUPTYalbHBIX
MaIlIMH. YTIpaBiIeHNEe BUPTyaIbHBIMU CETSIMU
Tema Copepxanue 120
1.2 ATMUHUCTpUpPOBAHKE 1 Hactpoiika u ycTpaHeHHe HEMONIa oK ciiy:k0s1 DNS
Windows Server 2016 R2 Hacrpoiika cepseproii posin DNS. Hactpoiika 305 DNS. Hacrpoiika nepenaun 3061 DNS. Vipasnenue
ciryx00it DNS u ycTpaHeHue Heronagok
2 IMomnepxka nomeHHbIX ciyk0 Cyx0b1 Karanora
0630p AD DS. Hcnonp3oBaHre BUPTYATN3HPOBAHHBIX KOHTPOJUIEPOB JoMeHa. [pumenenne
KOHTPOJIJIEPOB JIOMeHa ¢ JocTynoM Tonbko Ha ureHne (RODC). AamunuctpupoBanue AD DS.
VYmpasnenue 6azoit nanasix AD DS
3 YipaBiieHue MoIb30BaTENbCKUMHU U CITY>KEOHBIMU YYETHBIMH 3aIUCIMU
Hactpoiika [lomutuku naposneit u [lonutrukn 6;10KkupoBKY yueTHOH 3anucu. HacTpoiika YpaBnsemoit
CITyeOHOM y4eTHOU 3aIuCH
4 Buenpenne uHbpacTpyKTyphl [ pyNMOBEIX MOIUTHK
O030p ['pynmosoii monuTvku. BHenpenue u aamuHHCTpHpoBaHHe ['pynmoBbix mnonutuk. O6nacth
JIEHCTBUS U MOPSIOK 00pa0boTKH ['pyNTOBBIX NONMHUTHK. Y CTpaHEeHHE HENOJIaJ0K IPUMEHEHHS [ pymmoBbIx
TTOJTUTHK
5 YipaBiieHue MoIb30BaTENHCKIM pabodnM CTOJIOM depe3 | pynmoByIo MOTUTHKY

IIpumenenre AAMHHHACTPAaTUBHBIX IIa0II0OHOB. HacTpoiika mpuMeHeHns CKPUIITOB W MEpeHanpaBIeHUs
nanok. Hactpoiika npennourenuii B [ pynmnoBoii moiauTrke. YpaBieHne MPOrpaMMHBIM O0ecTIieYeHIEM
yepe3 I'pynnoByro MOIUTHKY




YcraHoBKa, HACTpPOWKa B yCTpaHeHHe Heronanok poiu CepBep CeTeBoil MOTUTHKY.

YcranoBka u HacTpoiika poiu Cepsep CereBoit mommtuku. Hactpoiika kimueHToB u cepepo RADIUS.
MeTo1pI IPOBEPKH MOATMHHOCTH cepBepa CeTeBol MONMUTUKA. MOHUTOPHHT U YCTpaHEHHE HETIONA0K
pomu Cepep CeTeBOM MOJIUTUKH

7 IIpuMeHeHre 3aIuThl JOCTYIA K CETU
00630p 3ammThl goctyna k ceti (NAP). O630p nporiecca mpruMeHEHHS 3aIIUTHI JOCTYTIa K CETH.
Hactpoiika NAP. Hacrtpoiika npumenenus NAP dyepe3 npunyautensHbele [PSec B3aumoneiicTBus.
MOoHHTOpPHHT U ycTpaHEeHHEe Hermonagok NAP

8 Hcnonp3oBaHue yAaIeHHOIO 10CTyMa
O0630p TEXHOJOTHH yAaJeHHOTO noctyna. BHenpenwe texHonormm DirectAccess ¢ TOMOIIBIO MacTepa
HayaNbHOW HacTPOHKH. BHenpeHue 1 ynpasieHne pacliupeHHon nHPpacTpykTypoit DirectAccess.
Bueapenne VPN. Buenpenne Web Application Proxy

9 Ontuvmmsanus (HanIoBBIX CEPBHCOB
0030p mucmeTdepa pecypcoB daitmoBoro cepepa — FSRM. Ucnonb3oBanne FSRM st ynpasnenus
KBOTaMH, (ailJIOBBIM SKPaHUPOBAHMEM W OTYETAMH II0 HCIIOJIL30BAaHMIO XpaHWiuma. [IpuMeHeHue
kiaccudukaru GaiioB U 3a/1a4 1Mo ynpasjieHuto ¢aiiamu. O030p pacnpeesieHHON (GaiioBoi CUCTEMBI
DFS. Hactpoiika nmenoBanHoro npoctpanctBa DFS. HacTtpoiika u ycTpaHneHue Henosia oK peruiiKaluu
DFS

10 | Hactpoiika mmdpoBanus 1 pacClIMPSHHOTO ayInTa
Iudpopanue muckor ¢ ucnojib3oBanuem BitLocker. Illudposanue ¢daiiaoB ¢ ucmnonb3oBanuem EFS.
Hacrpoiika pacliupeHHOro ayiura.

11 | Pa3BepThIBaHMeE U MOJAEPKKA CEPBEPHBIX 00PA30B
O0630p ciyx0b1 pasBepThiBaHud Windows. Ympasinenue oOpasamu. [IlpuMeHeHue pa3BepTHIBAaHHS C
MIOMOIIBIO cITYKObI pa3BepThiBanust Windows. A IMHHUCTPHPOBAHHUE CITY>KObI pa3BepThiBaHus Windows.

12 | BHeapenue ympaBieHUs OOHOBICHUAMUA
0630p WSUS. PasseptoiBanue o0HOBiIeHHH nocpeactsom WSUS

13 | MonuTopunr Windows Server 2016
CpenctBa MoHHTOpMHra. Mcmons3oBanne MoHHUTOpa MPOU3BOJUTEIBHOCTH. MOHHUTOPHHI KYPHAJOB
COOBITHH.
Kypcosas pabora 30

B Tom umcne npakTrdecKux 3aHATHI U 1a00paTOpPHBIX paboT 100

1 Hactpoliika u ycrpanenue Hernonanok ciayx0er DNS

2 TTonnepxka ADDS

3 YipaBiieHue MOIb30BATENbCKUMHU U CITY>KEOHBIMU YUETHBIMH 3aIUCIMU

4 Bueapenne undpactpyktypsl [ pynmnoBbIX HOTUTHK

5 YnpasieHue 1moib30BaTeIbcKUM pabouuM CTOJIOM Yepe3 [ pynmmoByro MOIUTUKY




6 YcranoBka u HacTpoiika pon Cepep CeTeBOM MTOUTUKH
7 [IpuMeHeHne 3auUThl JOCTYTA K CeTH
8 Bueapenune texaomoruu DirectAccess ¢ TOMOIIBI0 MacTepa Ha4aabHON HACTPONKH
9 PasBepTriBanue pacmmpeHHoi nHppacTpykTypsl DirectAccess
10 | Bueapenue VPN
11 | Bueagpenue Web Application Proxy
12 | Hactpoiika KBot u ¢aiinoBoro sxkpanuposanus B FSRM
13 | Ilpumenenne DFS
14 | Hactpoiika mu¢poBaHus 1 paCIIMPSHHOTO ayIuTa
15 | Ucnons3oBanue ciryx0bl pa3zBeptoiBanus Windows mis pa3sepreBanus WindowsServer 2016
16 | Bueapenue ympaBieHUs OOHOBICHUAMUA
17 | Mouutopunr WindowsServer 2016
Tema 1.3. OcuoBsl Linux. Conepxanue 20
1 Bgenenue
Beenenue B qucuutuinHy. 3uakomctBo ¢ VM Ware vSphere.
2 | daiinosie cuctembl OC Linux
®aitnorsie cucreMbl OC Linux. Co3naHue U pa3MeTKa )KEeCTKOTO JIUCKa
3 | IHoaroroBka cepepa OC Linux
BapuanTsl yctanoBku. PezepBHoe konnpoBanue. Co3aHue CHUMKOB. PazmeTka jKecTKOro AuCKa.
4 | Hacrpoiika web-cepepoB B OC Linux
ITpotoxon HTTP. Beb-ceprep Nginx. O6paTHoe nmpokcupoBanue B Nginx.
5 | Hacrpotika cepsepa DNS B OC Linux [Iporokon
DNS
6 | Hacrpoiika cepsepa DHCP 8 OC Linux IIporokon
DHCP
7 | Hacrpoiika ¢aiinosix cepsepoB B OC Linux
ITpotokon FTP. ®aitnosas cucrema NFS. ®aiinossii cepsep Samba.
8 | Hacrpotika cepsepor b/l 8 OC Linux CYB/]
MySQL. CYB]/] MongoDB
9 | Konreitnepst Docker
Konreiinepsr Docker.Crioco0b1 cBsizu koHTeitHEpoB Docker.
10 | IIpoexTupoBanue
IIpoektupoBanue. Beenenne. Ananu3 TpeboBanuii. Peanusarus cuctemsl. CocTaBieHHEe JOKYMEHTAIIUN
nud.3ader 2




Pazngen 2.Ilporpammuoe
obecrnieueHne
KOMITBIOTEPHBIX CETeH

162

M/IK.02.02. [Tporpammuoe
obecrieueHne KOMITBIOTEPHBIX
cerel

128

Tema 2.1. Peanuzanus

Conepxanue

42

KIIMEHTCKOH
UHPPACTPYKTYPhI

1

OleHKa U ompeieNICHUE mapaMeTpoB pa3BepThIBaHUs KIHeHTCKUX OC

0030p >KU3HCHHOTO IHKJIA KIIMEHTCKUX KOMITBIOTEPOB NpeAnpusatus. OneHka o0opy10BaHus U
TOTOBHOCTH HH(PPACTPYKTYPHI K pa3BepTeiBanmio KineHTCKIX OC. O030p METO/I0B pa3BepPTHIBAHUS
kireHTckux OC B cpene opranuzaiui. TeXHOJOTUH JTULEH3UOHHOW aKTUBALUU AJIS1 KIIMEHTCKUX
KOMIIBIOTEPOB B opranuzainuu. [[manupoBanne ctpateruu passeptoiBanus kireHTckux OC. Coop
JMAHHBIX 00 nH(ppacTpyKkType. Peanmuzaius pereHns TMIeH3NOHHON aKTHBAIHH

[TnannpoBaHue cTpaTeruy yrnpasieHus o0pazaMu
00630p dopmaToB o6paza Windows. O030p cpeacts ynpasienust oopazamu (Image Management).
Ornenka Ou3HEC-TpeOOBAHUH IS TIOAIEPIKKH CTPATETHH YIIPABICHUS 00pa3amu.

Peanuzanus 6€30MacHOCTH KIIMEHTCKUX CHCTEM

Peanuzanust neHTpanu3oBaHHOTO pemeHus no 6e3onacHoct knueHtckux OC. [Inanuposanue u
peanmmmzanus BitLocker. [ImanupoBanue u peanuzarus mudposanus ¢ momoiisio EFS. Hactpoiika
oe3omacHocty kiaueHTckux OC ¢ TOMOIIBIO TpyNoBoi monmutuku. Hactpoiika mmdpoBanus qucka ¢
nomotpio BitLocker. Peanmu3zamus permienns nenrpanmnzoBanHoro ynpasienus EFS. Peanuzarus
pelieHus s BoccTaHOBIeHHs (aiiinos, 3ammuiieHHbx EFS.

3axBar u ynpasieHue o0pazamu kiueHTckux OC

0630p Windows ADK. Ynpasnenue cpenoit npeaycranosku Windows (Windows PE). Coznanune
ucxoHoro odpasza ¢ nomouipo Windows SIM u Sysprep. 3axBat u 00CITy’)KUBaHUIO 3TATOHHOTO 00pas3a.
Hactpoiika u ynpasnenue cinyx60ii passeptoiBanusa Windows (Windows Deployment Services).
Hactpoiika Windows PE. YcranoBka 3TalloHHOr0 KOMIIBIOTEPA ¢ MOMOLIbIO (paiina orBeToB. O6paboTKa
3TAJIOHHOTO KOMIIbIOTEpa ¢ moMoIibio Sysprep. Co3nanue daiisia oTBeToB ¢ oMomisio Windows SIM.
YcTaHOBKa 3TAJIOHHOT'O KOMITBIOTEpaA ¢ MOMOIIIBIO (haiiia oTBeToB. OOpadoTKa 3TAOHHOI'O KOMIIBIOTEpa
¢ nomotneto Sysprep. Services I[Tnanuposanue cpeast WindowsDeploymentServices. YcraHoBKa U
HacTpoiika cepepHoit posr WDS. 3axBat aTammorHOro oopasa ¢ momombsio WDS. Pa3sepTriBanne
obpa3za c momonipro WDS




IInanupoBanue U peann3anys MUTPALMH OJIb30BATEIILCKON CPEIBI

00630p cr10c000B MUrPALIUH 0JIb30BATENBLCKON cpeabl. IInaHnpoBaHre MUTpaluy MOJIb30BATEILCKON
cpennl ¢ moMornbio USMT. Murparust cocTosHUS ToJib3oBarelis ¢ momornisio USMT. [TnanupoBanue
MUTPALUY MOJB30BaTeNbcKo cpeapl. Cozaanue u HacTpoiika XML-daiinoB USMT. Coop naHHBIX 1
BOCCTaHOBJICHUS MTPOoGuILs mosib3oBares ¢ momombio USMT. BeimonHneHne MuUrpanyu ¢ co3ganueM
JKECTKHUX CCBUIOK

IInanmpoBanne u pazseptreiBanue kreHTCKHX OC ¢ momombio Microsoft Deployment Toolkit
IInmanuposanue cpenst Lite Touch Installation. Peamm3armus MDT 2016 mns Lite Touch Installation.
Wnterpanus ciyx0 passeptoiBanusg Windows ¢ MDT. IInanuposanue cpeas! Lite Touch Installation.
Ycranoska MDT 2016 u HeoOxoauMbix komnoHeHTOB. Co3manue u Hactpoiika MDT 2016 Deployment
Share. Pa3sepThiBanue u 3axBar odpa3sa stanonHoit OC. Uarterpanus WDS ¢ MDT 2016 nns
obecrieyeHus: BO3MoKHOCTel 3arpy3ku PXE.

[TmarupoBanue u paszBepTeiBanue kimeHTCKuX OC ¢ momomsio System Center Configuration Manager
2016

[TnanupoBanuecpenst Zero Touch Installation. TToaroroska caiita mis pa3sepreiBanus OC. [TocTpoeHue
3TaJOHHOr0 00pa3a Ha OCHOBE IocienoBaTenbHoCTH 3a1au Configuration Manager. Mcnonb3oBanue
nocnenoBaTenbHOCcTH 33029 MDT i pa3BepThiBaHus KIMEHTCKUX 00pa3oB. [LmanupoBanue
WHPPACTPYKTYPhI pa3BepThHIBAHUS onepannoHHoi cuctemsl. [logroroska cpemst Zero Touch Installation.
Hacrpoiika makeToB pa3BepThiBaHusI U 00pa3oB cucteMbl. [loaroroBka cpenst ZeroTouchlnstallation

[TnanupoBaHue U peanu3anus ciiyx0 yaanenHoro goctymna (Remote Desktop Services) O030p ity O0bI
yaaneHHoro pabouero croia. Ilnanuposanue cpeapl Remote Desktop Services. Hactpoiika
pa3BepTHIBAaHUS HHPPACTPYKTYPBI BUPTYaIbHBIX pabounx crosioB. HacTpoiika qocTyna K KIMeHTaM Ha
ocHose ceaHcoB (Session-Based Desktop). Paciumpenue cpeast Remote Desktop Services B UHTepHeT.
ITnannposanue cpenst Remote Desktop Services. Hactpolika cuenapust HtHQPacTpyKTypbl BUPTYaJIbHbBIX
pabouux cronoB. HacTpoiika crieHapus J0CTyIa Ha OCHOBE ceaHcoB. [[poeKTHpOBaHHE TIOUTHK
10308 RDS. Hacrpoiika o308 RDS

VYnpapnenue BUpTyalu3anuen mojib30BaTeIbCKOro cocTossHuA 11st KiaueHTckux OC oprannzanmu O030p
BUpTYyaJH3anuy npoduiis moias3oBatens. [ImanupoBanne BUpTyanu3auy mpoQuiis moJib30BaTes.
Hactpoiika nepemeriaemMbix npoduiiei, nepeHanpasieHus nanok u aBToHoMHbIX (offline) ¢aiinos.
Peanmzanus Buptyanusanmu padboThl mons3oBarens ot Microsoft (Microsoft User Experience
Virtualization). [TmanupoBanue BupTyanu3sanuy npoduis noiabp3osaTels. Peannsanus BUpTyanu3amniu
pOoUIIS TTOTb30BATEIS.
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[InanupoBanue u peanuszanus HHYPACTPYKTYpbl OOHOBICHUH I NOANEPKKHU KiueHTckux OC
OpraHHu3aIuu

[TnannpoBanue HHPPACTPYKTYpHl OOHOBJICHUH Il OpraHu3auny. Peanuzanus noaaepKku 0OHOBICHHUH
nporpammHoro obdecrniedenus ¢ momonibio Configuration Manager 2016. YpaBiieHue 0OHOBICHUSIMH
JUTSL BUPTYalIbHBIX MalliH 1 00pa3oB. Mcnonb3oBanne Windows Intune asist ynpaieHus: o0OHOBIICHHE
nporpaMMHoro obecrnieuenus. [InanupoBanue nHPpacTpyKTypsl OOHOBIEHU. Peani3zanus oOHOBICHUI
nmporpaMmmHoro obecniedeHus ¢ momoripio Configuration Manager 2016. Peanuzarust oOHOBIEHMIA
MporpaMMHOT0 oOecriedeHus 115l ONOIMOTEeK BUPTYaIbHBIX MAIIIHH.

11

3amuTa KOMIOBIOTEPOB TPEIIPHUITHUS OT BPEIOHOCHBIX MPOTPAMM U MOTEPh TAaHHBIX

00630p System Center 2016 Endpoint Protection. Hactpotika Endpoint Protection Client Settings u
MoHHTOpHHTa cocTosiHus. Mcnons3zoBanne Windows Intune Endpoint Protection. 3amura KITMeHTCKHUX
OC c momomrsto System Center 2016 Data Protection Manager. Hactpoiika u pa3BepThIBaHHE MOTUTUK
EndpointProtection. Hactpoiika mapameTpoB kimeHTa i noanaepxku Endpoint Protection.
MOHI/ITOpI/IHF 3alllUThl KOHCYHBIX TOYCK. HaCTpOﬁKa 1 IMMPOBCPKaA 3alMThI JaHHBIX KIIMCHTA

12

MOHUTOPUHT IPOU3BOJUTEIBHOCTH U PabOTOCHIOCOOHOCTH HHPPACTPYKTYphl KiineHTckux OC
[IponsBoauTeTHLHOCTE M PAOOTOCTIOCOOHOCTH HHPPACTPYKTYPHI KineHTCKuX OC. MOHUTOPHHT
UHPPaCTPYKTypBl BUPTYaIbHBIX KIMeHTOB. HacTpoiika Operations Manager i MOHUTOpUHTa
BUPTYaJIbHBIX CPE/I.

TOM YHCJIE€ NPAKTHYECKUX 3aHATUI U 1aOOPaTOPHBIX paboT

OrneHka 1 onpesesieHue mapaMeTpoB pa3BepThIBAHU

ITnannpoBaHue cTpaTeruu ynpasieHus o0pazaMu

HaCTpOﬁKa 0€30IMaCHOCTH KIIUEHTCKUX CUCTEM

Hactpoiika mudpoBanus ¢aitnos ¢ momoripio EFS

IToaroroBka obpasa u cpensl npenycranoBku ¥Ycranoska Windows ADK

B
1
2
3
4
5
6

Cosznanue 3TalIoHHOTro 00pasa ¢ nomorisio Windows SIM u Sysprep Co3nanue (haiina OTBETOB C
nomoribio Windows SIM

COBILaHI/Ie nu 060J'Iy>KI/IBaHI/Ie OTaJIOHHOI'O 06pa3a

8 Hactpoiika n ynpasnenne Windows Deployment Services [lnanuposanue cpenst Windows Deployment
Services

9 [InanupoBaHue 1 peann3aus MUTPAIHHU TT0JIb30BaTEIbCKON Cpe/Ibl

10 | Murpauusi COCTOSIHHS TIOJIb30BATENsl C CO3/JAaHUEM KECTKHUX CCBIJIOK

11 | IlmanupoBanue u pa3zseptoiBanue kineHTCknx OC ¢ momomnsio MDT

12 | TloaroToBka cpeabl 1Jisl pa3BepTHIBAHUS ONEPALIMOHHON CUCTEMBI

13 | Ucnons3oBanne MDT u Configuration Manager muis noarorosku Zero-Touch Installation

14 | [InanupoBaHue u peanu3aius uHGpacTpykTypsl Remote Desktop Services

15 | Pacmmpenue noctyna k Uateprer miist uHppactpykrypsl RDS

38




16

PasBepTriBaHMe U OAEPKKA BUPTYATH3AIUH PO TOTB30BaTENS

17

[IpoexTrpoBanue u peanuzanus GaiaoBbIX ciIyx0

18

Peammzamus Client Endpoint Protection Hactpotiika Touku Endpoint Protection

19

Hacrpotika Data Protection jyis JaHHBIX KITMEHTCKOTO KOMITBIOTEpA

20

MOHUTOPHHT MPOU3BOJUTEILHOCTH U pabOTOCTIOCOOHOCTH HHAPACTPYKTYphI KiineHTckux OC
Hacrpoiika

Tema 2.2. Peanmzarust cpesl
HACTOJILHBIX TIPUIIOKEHHIA.

Cone

pKaHUE

Pa3paboTka cTpaTeruu pa3BepThIBAHUS IPUIOKCHUH
Onpenenenue Ou3Hec-TpeOOBaHU I pa3BepThIBaHUS npwiokeHuid. O030p CTpaTeruu pa3BepThIBAHUS
MIPIIOKEHUHN. BBIOOp moaxoasie cTpaTeruy pa3BepThIBAHMS PHUIIOKEHUH AT oduca.

14

Juarnoctrka u obecrieyeHne COBMECTUMOCTH TPUIIOKEHHAN

JnarHoctrka mpo0JieM COBMECTUMOCTH MPpUIokeHn. OLIeHKa U peanu3alys PeieHui mo
BOCCTAHOBJICHUIO. Perienue npoOieMbl COBMECTUMOCTH ¢ ToMolbio Application Compatibility Toolkit.
VYcranoBka u HacTtpoiika ACT. AHanmu3 MOTEHITHABHBIX PO0JIeM COBMECTHMOCTH. Perrenne npobiem
COBMECTHMOCTH MIPHUIIOKEHHA. ABTOMATH3AIUS pa3BePTHIBAHUS IPOTPAMMHBIX CPEJICTB O0eCTICUeHMS
CcOBMeCTUMOCTH (shims)

Pa3BepThiBaHME MPHUIIOKEHUH € TTOMOIIBIO TPYMNOBLIX MOMUTHK 1 Windows Intune Pa3zseprriBanue
MIPHUIIOKEHUH ¢ TIOMOIIBIO TPYTIIOBBIX MOJUTHK. Pa3BepTriBaHNe PHIIOKEHNH ¢ moMonIsio Windows
Intune. PazBepThIBaHNE MPHUIIOKEHUH C MTOMOIIBIO TPYIIOBEIX MOMUTHK. 3amyck cumymsin Windows
Intune.

PaspepThiBanue npuioxenuii ¢ momoiisio System Center Configuration Manager

Konnenmmu pazBepTeiBanus npuiioxennit ¢ nomomipio Configuration Manager 2016. Pa3sepTriBanue
npuinoxxeHui ¢ momompto Configuration Manager 2016. Co3nanue 3ampocoB Configuration Manager
2016. Co3manue KoJIeKIMH mosib3oBareseld u ycrpoiicts Configuration Manager 2016.

Pa3BepThiBaHNs cCaMOOOCTYKHUBAEMBIX MPHUIIOKEHHIHA

Konnenimu pa3BepThIBaHUS caMOOOCITY)KNBAaEeMbIX TIPUIIOKeHHI. HacTpoiika caMo0o0cyKHBaeMBbIX
npunoxenuit ¢ Windows Intune. Pa3sepTsiBanus camoo0cmyxuBaeMbix npuioxenuit ¢ Configuration
Manager 2016. Pa3epTbiBanusi caMo0o0CTyKMBaeMbIX IPUIOKEHUH ¢ Service Manager 2016.
[oxroroBka System Center Configuration Manager 2016 mist nognepxku Service Manager 2016
SelfService Portal. Hactpoiika ServiceManager 2016 Self-ServicePortal. [IpoBepka BO3MOXHOCTH
NPEAOCTaBIICHNUS IPUIIOKEHUH MOJIb30BaTelsIM ¢ momolnbio Self-Service Portal.

[IpoexTrpoBanue u peanuzaius HHPPACTPYKTYPhl BUPTyIU3aIiK NipecTaBieHuii OneHka
TpeOOBaHM BUpTyaau3auuu npeacrapieHuil. [lnannpoanue nHGPacTpyKTyphl BUPTYaIU3aLUH
npeacTaBieHuil. PazBepTeiBaHNe HHPPACTPYKTYpBl BUPTYAIH3alluK IPEACTaBICHUH. Pa3BepTriBanme
MHQPACTPYKTYpBl BBICOKOH TOTOBHOCTH JUISI BUPTYaJIU3aLUH [IPEICTaBICHUI




IToaroroBka, HaCTpOWKa U pa3BepTHIBAHUE MPEIACTABICHIN BUPTyTH3AIIUN IpUiIokeHnd OnpenencHue
CTpaTeruy MpeCTaBIeHUI BUPTyaIH3aIiH MPUIIOKEHHH. Pa3BepTriBaHNe yaaleHHOTO paboyero cTona,
RemoteApp, u RD Web Access. PassepteiBanne npunoskernii Ha RD Session Host. HacTpoiika
pa3BepThIBaHUE MpUIokeHuit RemoteApp. [IpoBepka BO3MOXKHOCTH HCIIOIE30BaHUS MPUIIOKCHUIN C
nomortibio RD Web Access.

[IpoexTrpoBaHue 1 pa3BepThIBAHUE CPEIbl BUPTYAIU3ALMH IPHUIIOKEHUH

0O0630p Mofeneil BUpTyanu3anuu NpuiokeHuid. Pa3pepTbiBaHne KOMIIOHEHTOB HHPACTPYKTYPBI
BUpTyalnu3aluy npuioxennid. Hactpolika KITMEHTCKON NOAAEP)KKH BUPTYaIU3alMH TPUIIOKEHHM.
[TnanupoBanue pa3BepThiBaHUSI App-V poiieil 1 KoMIIOHEHTOB. Pa3BepThiBaHne HHPPACTPYKTYPHI
AppV. Hactpoiika knuenta App-V

IToaroroBka K BUPTyaqu3aluH U Pa3BEPThIBAHUE BUPTYAIBbHBIX IPUIOXKEHUN

IlonroroBka NpuiIoKeHUH 715 BBIIIOJIHEHUS B cpeie App-V. PazBepTriBanue npunoxeHuid App-V.
VYcranoBka u HacTpoiika App-V Sequencer. [ToaroroBka npuaoKeHUN K BUPTYaTU3AIHH.
PazBepreiBanue App-V npunnoxxenuii ¢ momoinsio Configuration Manager.

10

[TnannpoBanue 1 peanu3anys 6€30MaCHOCTH U OOHOBJICHUS IPUIIOKECHUN

[ImarnpoBanne 0OHOBIEHUS MPIITOKEeHUH. Pa3BepTriBaHre 00HOBIEHHH ¢ ToMomipo WSUS.
PasBeprriBanme oOHOBIIEHUI ¢ Tomotbio Configuration Manager 2016. Peanu3zarwist 6e30macHOCTH
npunoxxeHuil. OOHOBJICHHE Pa3BepHYTHIX MpriioxeHuH. OOHOBIEHNE pUiIoKeHHH App-V.
PazBepreiBarne momutuk AppLocker mist ynpaBieHwust 3amyCcKOM MIPIITOKEHUH.

11

[InanupoBanue u peanu3arysi OOHOBICHHS W 3aMEHBI TIPIIIOKEHUH

[InanupoBanue u peanuzarysi OOHOBICHUsI IPUIIOKEHUHN U 3aMeleHus Tpuwioxkenuid. [[maaupoBanve u
peanu3anys CoCyIeCTBOBaHMs MpriiokeHuil. OOHOBIICHNE pa3BEPHYTHIX MPHIOKECHUH. 3aMeHa
pa3BepHYTHIX IpuiiokeHuil. HacTpoiika cocyiiecTBOBaHMsI pa3InYHbIX BEPCUI NPUIIOKEHUS

12

MOHUTOPUHT pa3BePThIBAHUS, UCIIOJIb30BAHMS U IPOU3BOJAUTEIBLHOCTH NpuiioxkeHuil IlnanupoBanue u
peanuzanys HHQPaCTPYKTYpbl MOHUTOPHHTA IPUIIOKEHHH. METpUKH, HHBEHTApU3aIsl U aHaJIH3
PECYPCOEMKOCTH IPUIIOKEHUNH. MOHUTOPUHT UCIIOJIB30BAHUS peCYPCOB NpuiioxeHuil. [imanunpoBanue
MHBEHTapU3aliK NpuiiokeHnid. OpraHu3anys HHBEHTapU3alMy IPOrpaMMHOT0 obecrieueHns. MeTpuku
MCIIOJIb30BaHMs NPWIIOKeHUH. MOHUTOPHHT HCHONIb30BaHKE pecypcoB cepBepoB RD Session Host
npunoxxeHussMU. CHIKEHNE TUKOBOW Harpy3Ku Ha PeCypChbl IPHIIOKEHUSIMHI

HuddepenunpoBanHbIii 3aueT

Pazgen  3.Opranuzanus
aIMUHUCTPUPOBAHUS
KOMITbIOTEPHBIX CUCTEM

114

M/IK.02.03. Opranm3amus
aJIMUHHUCTPHUPOBAHUS
KOMITBIOTEPHBIX CHCTEM

112




Tema 3.1 IIpoekTupoBanue u
peanuzanusa cepBepHOM

WHPPACTPYKTYPBI

Conepxanne

1

[TnanupoBanue anrpeiia 1 MUTPAITUN cepBepa
Pexomenmanuu no anrpeiiay u murpauuu. Co3anue IuiaHa anrpeiia 1 MUTrpaluu cepBepa.
[InanmpoBanue BUPTyaIH3aun

52

2 [TnannpoBanue ¥ BHEIpEHHE HHPPACTPYKTYPHI AJIsl Pa3BEPTHIBAHUS CEPBEPOB
Br16op noaxopsiei ctpaTeruu co3nanus o0pa3oB cepBepa. BHenpeHue cTpaTeriu aBTOMaTHIeCKOTo
pa3BepTHIBAaHUS

3 [InarmpoBanme 1 pa3BepTHIBAHNE CEPBEPOB C HCIIOIB30BAHIEM AHCIIETIEepa BUPTyalTbHBIX MarmH (VMM)
0030p aucrieT4yepa BUPTYanbHBIX MarvH B System Center 2016 R2. Peanu3arus 0ubmuorex u
npoduiei aucneTyepa BUPTyalbHbIX MauH. [lnanupoBanue u pa3sepTeiBaHue Ciiy:k0 VMM.

4 [MpoekTrpoBaHKe U BHEAPEHHE HHOPACTPYKTYPHI JIecOB U 1oMeHOB Active Directory Domain
Services
[IpoextupoBanue neca AD DS. IlpoexktupoBanue u peaqu3aius JOBEPUTCIHHBIX OTHOIICHUN MEXTY
necamu. [IpoextupoBanue materpanuu ADDS ¢ WindowsAzureActiveDirectory. [IpoexTupoBanue u
coznanue nomeHoB AD DS. [Ipoexktuposanue npoctpancts umeH DNS B cpene AD DS.
IIpoexTupoBanue 1oBepuTeNbHbIX oTHOMEHNH AD DS.

5 [MpoekTupoBanre u peanuzanus HHPpacTpykrypsl moxapazaeneHuit (OU) u paspemenuit AD DS
IInanupoBaHue fAeaernpoBaHus aIMUHUCTPATUBHBIX 3a/1a4. [IpoekTupoBaHue CTpyKTypbl
nonpasaencHuii OU. IIpoektupoBanne u BHepeHne cTpateruu rpynn AD DS

6 ITpoexTrpoBaHKEe U BHEAPEHNUE CTPATET U IPYIIIOBBIX OJIUTHK
Coop Tpebyemol wuHpopManuu Ui MPOSKTHUPOBAHHMS TPYMIOBBIX MHONMMTHK. [IpoexTupoBanue u
BHEJIPEHUE TPYIIOBLIX MONUTHK. [IpoekTupoBaHne 0OpabOTKM TPYNIOBBIX MOJWTHK. [InaHnpoBanue
YIpaBIEHUS TPYNTIOBBIMH MTOJIUTHKAMHU

7 IIpoexTupoBanue U peanusanus Gusnyeckoi rononoruu AD DS
[IpoextupoBanne u peanmmszanus caitoB Active Directory. IlpoextupoBanme perumkanmu Active
Directory. IlpoekTupoBaHHe pa3MelICHUs KOHTPOJUIEPOB JIOMEHa. BupTyanuzamus KOHTPOJIIEPOB
nomeHa. [IpoexTrupoBaHye BEICOKOI TOCTYIMHOCTH KOHTPOJJIEPOB TOMEHA

8 [InanupoBanue U peann3anus XpaHWINI JaHHBIX
[InanupoBanue u BHeapenue iSCSI SAN. [InanupoBanue u BHeApeHue Storage Spaces. Onrumuzanus
¢aiinoBbIx ciyx0 ams Gpuamanos.

9 [InanupoBaHue U peann3anus 3alUThl ceTeil

00630p npoekTupoBanus Oe3onacHocTu ceteid. [IpoexTupoBaHue 1 BHeIpeHUE Ucoab3oBanus Windows
Firewall. IIpoextupoBanue u BHepeHue nHppacTpykrypsl NAP
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[IpoekTrpoBaHue U peau3alys 3aluThl CITYkKO J0CTyIa K CeTH
IInanupoBanne u BHeApeHue DirectAccess. IlmanmpoBanne um BHeapenue VPN. IlnmanupoBanme wu
BHeapenue Web Application Proxy. [InmanupoBanwue cinoxHON HHPPACTPYKTYPHI YAAIEHHOTO JOCTYTIa

Tema 3.2. Peanuzanus
MIPOJABUHYTOM CEPBEPHOU
WHPPACTPYKTYPBI

Cone

pKaHUE

0630p ynpasnenus Lientpom O6padoTku Januabix npeanpuarus O63o0p O/
npeanpusitusi. 0630p komnoHenT SystemCenter 2016 R2

[InanmpoBanue U peannu3anys CTPATETHA BUPTyalIn3allii CEPBEPOB
[InarmpoBanme pa3BepTHIBAHUA A¥CTIeTYepa BUPTyanbHBIX MamiH (VMM). [InannpoBanue n
peanu3anus CepBEPHON BUPTYaTU3AIINH.

[TnanupoBanue U peann3anysi CETeBO HHPPACTPYKTYPHI M CUCTEM XPaHEHHS JaHHBIX IS
BUPTYyaJIU3aLUuU
IInanupoBaHue cucTeM XpaHeHUs )i BUpTyaln3anuu. Peanuzanus cucteM XpaHeHus A7
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BupTyanusauuu. [InanupoBanue u peannzanus ceTeBoil HHPPACTPYKTYPHI A1l BUPTYATU3ALHH.
[TnannpoBanue U pean3anysi BUPTyaIu3aluu CETH

HHaHI/IpOBaHI/Ie " pa3BCPTHIBAHNUEC BUPTYAJIbHBIX MallIMH

IInanupoBaHue mapamMeTpoB BUPTyalbHbIX MalliH. II0AroTOBKA K pa3BepThIBAHUIO BUPTYAJIbHBIX MAllUH
C WCIOJB30BaHUEM JHCIIeTYEpa BUPTYyanbHBIX MamuH (VMM). PasBepTriBaHre BUPTYaIbHBIX MAIIVH.
[InanupoBanue u peanusanus perwinku Hyper-V

[TnannpoBaHue U pealn3anys peuieHus 10 aJMAHUCTPUPOBAHUIO BUpTyanu3anuu [ lnaHupoBanue

Y peayu3alys aBToMaTu3anuu ¢ ucrosp3oBanueM System Center 2016 R2. [lnanupoBanue u peaau3arus
MicrosoftSystemCenter Administration. [TnanupoBanue n peanuzanus Self-Service ¢ uconp30BaHUEM
System Center 2016 R2. IInannpoBanue u peain3anys ycTaHOBKA OOHOBJICHUH B HH(pacTpyKType
CEpPBEPHOI BUPTYyaIH3aLUH

[TnannpoBaHue U peanu3anus CTpaTerid MOHUTOPUHTA CEPBEPOB
[MnanupoBanue monutopunra B Windows Server 2016 R2. O630p SystemCenterOperationsManager.
[InanupoBaHue U HACTPOKKAa KOMIIOHEHT MOHUTOpUHTa. HacTpolika B3aumopeiicteust c VMM

[TnanupoBaHue U pean3anys PeLIeHUH BBICOKOM JOCTYIMHOCTH 7151 (haiyIOBBIX CIIy>KO W MPUIIOKEHUN
IInanupoBanne u peamusanus Storage Spaces. IlmanupoBanune u peanmsanus DFS. IlnannpoBanne n
peanuzanus NLB

[InanupoBanue U peannu3anys pelIeHU BEICOKON TOCTYITHOCTH Ha OCHOBE KJIaCTEPOB

[InanupoBanre WHPPACTPYKTYpPHl OTKa30yCTOMYMBBIX KIJIACTepOB. BHenpeHume OTKa30yCcTOHYHMBOTO
knacrepa. [lmaHupoBaHne W peanu3anusi CHCTEMBl YCTaHOBKH OOHOBJICHHH Ui OTKa30yCTOHMYMBOIO
Kiacrepa. VHrerpanus  OTKa30yCTOMUYMBBIX  KJIACTEPOB W BupTyanusauuu. I[lmaHupoBaHue
pacipenenéHHbpIX 0TKa30yCTONUYMBBIX KJIACTEPOB




[TnanupoBanue U peanu3aius crpareruu oecrnepedoitHoi padotsl (Business Continuity Strategy) O030p
cTparerun oecrepe0oitHoi padoThl. [I1aHMpOBaHKE U peanu3alys CTPATErHii PE3EPBHOIO KOITUPOBAHMUS.
[InarmpoBanue u peanu3anys BOCCTAHOBICHUS. | maHupoBanue u peanu3aius pe3epBHOTO KOMTUPOBAHUS
Y BOCCTAHOBJICHUS BUPTYaJIbHBIX MAITUH
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[InanmpoBanue u peanuzanus HHPPACTPYKTYPHI OTKPHITHIX KITFOUEH

[InanmpoBanme 1 pa3BepTHIBAHUE YIOCTOBEPSIONINX EeHTPOB. [ImannpoBanne u peanu3anus M1adIOHOB
ceprudukaroB. [lmanupoBanme m peanmmsamus BbIa4n M OT3bIBa ceprudukaroB. IlmanmpoBanue u
peanu3anus apXyuBali U BOCCTAHOBJICHUS KITIOYEH

11

IInmanupoBanue u pazpepteiBanne AD FS

[InanmpoBanne u peanmnzanus nHppacTpykrypsl AD FS. IInanuposanue u peanmzamnus AD FS Claim
Providers u Relying Parties. [Imarnposanue u peanuzamus AD FS Claims u Claim Rules.
[Tnanuposanue u peanuzanus Web Application Proxy

12

[TnannpoBanue U peann3anys JOCTyNa K JaHHBIM A7 [I0JIb30BaTENIeH U yCTPOMCTB

[TnmannpoBanune u peanmsamnus DAC. [InanupoBanne moakmoueHus K padbouemy mecty (Workplace Join).

[TnmarnpoBanne padounx nmanok (Work Folders)

13

[InanupoBaHue U peanuzanus ciry>K0bl yIpaBiIeHHs TPaBaMu

0630p AD RMS. IlnmanupoBanue u peanmsarus kimactepa AD RMS. [lnmanmpoBanwe W BHEIpEeHHE
mabiaonoB AD RMS u momutuk AD RMS. IInanupoBanne u peanuzaius BHeIHEro qoctyma k AD RMS.
[InannpoBanue n peanuzanus BzaumoneicTBuss AD RMS u Dynamic Access Control.

B ToM uucIie IpakTUYECKUX 3aHATHI U JTab0paTOPHBIX paboT

1.

SAENAEF e

OcymecTBileHue KOHQUTYPUPOBAHHS MTPOTPAMMHOTO 00ECTIIeueHus Ha cepBepax U padOYnX CTAHIIUSX.
YcraHoBKa MpaB JOCTYIA U KOHTPOJIb UCIIOJIb30BAHUS CETEBBIX PECYPCOB

AJIMUHHCTPUPOBAHHE CEPBEPOB

Pacuér ctonmocTy ceTeBoro o60py10BaHNS M IPOTPAMMHOTO O0eCTIeYeHHS

Perucrpanus nonp3oBartesnei JIOKaabHON CETH

Ocy1iecTBIEHHE aHTUBUPYCHOMN 3alIUTHI

44

Y4eOHas mNpakTHKa TIepeYeHb

pabor:
1.

nohk WD

ATMUHHCTPUPOBAHIE CEPBEPOB M PabOUNX CTAHIIHIH.

OpFaHI/IBaHI/Iﬂ AOCTYyIIA K JIOKAJIbHBIM CCTSAM U I/IHTepHCTy.

YcraHoBka u COIMPOBOXKACHNUEC CECTCBBIX CCPBUCOB.

Pacuér crommocTn ceTeBoro 000py10BaHMs ¥ IPOTPAMMHOTO O0ECTIEUEHHS.

CO0p maHHBIX TSI aHATTN3a UCITOJIH30BAHUS ITPOTPAMMHO-TEXHHUECKHUX CPEIICTB KOMITBIOTEPHEIX ceTeil. 6. ObecreueHue CeTeBOM
0e30macHOCTH
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[IponsBoaCcTBeHHAS TPAKTHKA ITEPEUEHb padoT:

YcTaHoBKa Ha cepBephl ¥ pabovre CTAHIMH: ONEPaIHOHHBIE CUCTEMBI M HEOOXOIUMOE JUIS Pa0OTHI POrpaMMHOE 00eCTIeUeHHE.
OcyecTBIIcHUEe KOHQUTYPUPOBAHHS ITPOTPAMMHOTO 00SCIICUCHHUS Ha CepBepax U pabOYUX CTAHIIUSX.

ITonnepxka B paboTOCTIOCOOHOM COCTOSTHHH ITPOTPAaMMHOTO 00CCIICUCHHE CEPBEPOB U PaOOIMX CTAHITHH.

[IpunSITHE MEp IO BOCCTAaHOBIEHHUIO PaOOTOCIIOCOOHOCTH JIOKATHHOM CETH MPH COOSX MITH BBIXOJIE U3 CTPOS CETEBOT'O O0OPY/TIOBAHHUS.
BrlisiBneHue ommOoK MMojib30BaTeliel U MPOrpaMMHOTO 00ECTICUeHUS U PUHATHE Mep 1o uX. VcnpaBieHuro.

[IpoBeneHre MOHUTOPHHTA CETH, Pa3padaThIBATh MPEUIOKEHUS TI0 PA3BUTHIO HHPPACTPYKTYP bl CETH.

AN

180

Bcero:

840




4. YCJIOBUSI PEAJIN3AIIMA PABOYEM ITPOT'PAMMBI
MNPOPECCUOHAJIBHOI'O MOAYJIA
4.1. OOpa3oBare/ibHbIE TEXHOJIOTHH

4.1.1. B yuebHOM mporecce, MOMHUMO TEOPETHUYECKOTO OOYy4YEHHs, KOTOpOE
cocTaBiseT 76 % ayOUTOPHBIX 3aHATUN, IIUPOKO HCHOJIB3YIOTCS aKTUBHBIC U
UHTepakTUBHbIE (OopMbl OOydeHus. B coderanun ¢ BHeayquUTOpPHOW caMo-
CTOATEIBHONM pabOTOM 3TO CMOCOOCTBYET (POPMUPOBAHUIO M PA3BUTHIO OOIIUX
KOMIIETEHIIUNA 00y4YaronInXcsl.

4.1.2. AxTuUBHBIE W  UHTEpPaKTHBHbIE  0Opa3oBaTelIbHbIE  TEXHOJOTHUH,
WCIIOJIb3YEMBIE B Ay IUTOPHBIX 3aHATHIX:

Bun 3a- Hcnonb3yemble akTUBHBIE 1 HHTCPAKTUBHBIE
HATUSA™ 00pa3oBaTeIbHbIC TEXHOJIOTHU

TO  [[IpoGnemHas JeKIus, JEKIMS C 3apaHee 3alljlaHupOBaH-
HBIMHU OIITMOKAaMH, JICKITUS Mpecc-KOH(GEepEHIIHs, HHTEP-
AKTUBHBIC YKCKYPCHUH, TPYIIIIOBBIC TUCKYCCUH, YPOKH-
COPEBHOBaHMS, pa300p KOHKPETHBIX CUTYAIIHI, METO/I
«KpYTJIOTO CTOJIa», CEMUHAP, MYJIbTUMEIUNHAS ITPE3CH-
TalMs
JlenoBbIC M pOJIEBBIC UTPHI, YPOKU-COPEBHOBAHMS, pa30op
IIP  |KOHKpETHBIX CUTYALIMH, HHIUBUIyaJIbHBIC U TPYIIIOBbIC
MPOEKTHI, KENUC-METO]T

Cemectp

JIP

*) TO - Teoperuueckoe odydenue, [1P - mpakTuueckue 3aHsATHA,
JIP - naGopaTopHbIe 3aHATUS

4.2. TpeOoBaHMsI K MUHUMAJILHOMY MAaTePHAJIbHO-TEXHUYECKOMY 00ecIie4eHUI0
Peanusanus nporpamMmbl MOAYJIS NIPEAIIOIAraeT HAJIN4Yue:

nabopaTopuy MPOrPAMMHOIO0 o0ecredeHusi KOMIIbITEPHbIX CeTel;
MOJINTOHA A/IMUHUCTPHUPOBAHUSA CETEBBIX ONEPALMOHHBIX CHCTEM.

O6opynoBanue kabuHeTa U paboOYMX MeCT JabOpaTOpUy MPOrPaAMMHOIO0 olecredeHn st
KOMIIBIOTEPHBIX CeTei:

aBTOMATU3UPOBAHHBIE paboune MecTa 00yJaroIuXCs;
aBTOMATH3UPOBAHHOE pabovee MECTO MPETo1aBaTes;
cCrienuaIn3upoBaHHasi MeOeIb;

KOMITJICKT HOPMATHBHBIX JOKYMCHTOB;

PEKOMEHIAIINH 110 IMTOATOTOBKE K MPAKTHYCCKUM 3aHITHSM;
3aJIaHus IS IPOBEICHUS MTPAKTUYECKUX 3aHITHIM;
KOMIIIEKT TECTOBBIX 3aJaHMIi;

IIPOCKTOP;

CKaHep;

MIPUHTED;
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- IIporpaMMHOC oOecrneueHue O6H_I€FO 141 HpO(i)ﬁCCI/IOHaHBHOFO Ha3HaA4YCHUA.

O6opynoBaHHe MOJUTOHA U pa00YMX MECT TOJUTOHA AIMUHUCTPHUPOBAHHUS CETEBBIX
ONePAIHOHHBIX CHCTEM:

- aBTOMAaTU3HUPOBAaHHBIE paboyne MecTa 00yJaroIInXCs;

- aBTOMAaTU3HMPOBAHHOE pabouee MECTO MPEINo1aBaTels;

- CcHernuaan3upoBaHHas MeOeIb;

- KOMIUICKT HOPMATHUBHBIX JJOKYMEHTOB;

- PEKOMEHJIAINH I10 TIOJITOTOBKE K MPAKTUYECKUM 3aHSATHSM;
- 3aJaHus Ul MPOBEACHUS IPAKTUICCKUX 3aHATHIA;

- KOMIUIEKT TECTOBBIX 3aJIaHUH;

- TPOEKTOp;

- CKaHep;

- TPUHTED;

- TEPMUHAJIBHBIA CEPBED;

- CEepBEepHbIN 1IKad CO CTOMKAMHU;

- TOHKHE KJIMCHTHI;

- mapupytuszatop Cisco;

- HeymnpasisieMblit kommyTaTop Cisco;

- ynpasisieMbiit kommyTaTop Cisco;

- MexcereBoi a3kpaH Cisco;

- Touka jgoctymna DLink;

- COCIWHUTEIBHBIC MaTY-KOP/IBI;

- TIporpaMMmHoOe obecrieueHrue 001Iero u NpoPecCuOHAIBHOTO Ha3HAYCHHUS.

4.3. UndopmaunonHoe odecnevyenue o0yueHust
OcHOBHbIE HCTOYHUKH:

1. Kypsumii I'. B., Macnunckuii K. A. Onepaunonnas cucrema Linux. Kypc nekuii.
VYyebnoe mnocobue. 2-e¢ u3n.,, M: HuTepHET-yHUBEpCUTET WH(OOPMAIMOHHBIX
texHoJjiorui, 2018r.

2. Makcumor H.B., Tlomor N.U. KommbroTepHble ceTu: ydeOHOE IMOCOOHE IS
CTYJICHTOB YUPEKISHUN cpeHero npodeccnoHaabHoro 00pa3oBanms/
H.B.Maxkcumos, N.N.1TonoB.-4-y u3a., u gom.-M.:@OPYM,2010.-464 c.: Xaunt K.
TCP/IP. CeteBoe anmunuctpupoBanue / Xant Kpoair ; [ep.c anrn. M.3ucnuca. - 3-
e ma. - CII6. : CumBon-Ilmtoc, 2019. - 816¢. : un. - And.ykas.:c.775. - dns
cucTeMHbIX agMuHucTpartopoB UNIX..

3. HoBoxwumo E.O. KoMmnbiorepHble cetu : YueOHoe mocoOue Jisi CTYJEHTOB
yupexaAeHUi cpeaHero npodeccuonanbHoro oopazosanus / Hopoxxunos EBrenuit
Onerosuu, HoBoxunos Ouner [lerpoBuy; Pen. JI.A.Craceiminna, T.11.Manyxuna. -
M.: Akagemus, 2016. - 304c.

JlonoJIHUTEIbHbIE HCTOYHUKU:
1. Omudep B. Kommbrorepusie cetn. I[lpuHIMNBI, TEXHOJOTUU, TMPOTOKOJIBI:
VYuebnuk st By30B. 6-¢ usn., CI16: [Tutep, 2016r.
2. Baramantok A. Co3ganue, oOCTy>KMBaHHE U aAMUHUCTpHpoBanue ceteid Ha 100%,
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CII6: ITutep, 2016r.

3. Komucuuuenko /. Linux. Ot HoBUuKa K nipodeccuonany, CI16: BXB- [TerepOypr,
2017r.

4. Cranex YumpsiMm P. Komangnas crpoka Microsoft Windows. CrnpaBoyHHK
anmunuctparopa, CI16: BXB-IlerepOypr, 2019r.

5. Cranex Ywibsam P. Windows PowerShell 2.0. CrnpaBodyHuk agMuHHCTpaTOpa,
CII6: BXB-IlerepoOypr, 2016r.

6. Kpumuaamyptu b., Pexcopa Ix. Web-mporokonsl. Teopus u mpaktuka, M:
bunowm 2017r.

7. Cxort Xokunc , AamunuctpupoBanue web-cepsepa APACHE u pykoBoacTBO 1o
AJIEKTPOHHON KoMmMmepuuu., M3narensckuii gom «BunbsimMu», MockBa, CaHKT-
[TerepOypr, Kues, 2016r.

8. http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html

HNHTepHeT-pecypchl U 3JIEKTPOHHO-0MOJINOTEYHbIE CUCTEMbI:

1. www.elibrarv.i-u — Hay4Has 35eKTpoHHas 6udauotexa (HOB).

2. http://lib.uni-dubna.ru/biblweb/ - caiiT 6ubimoTexkn ynuBepcurera «JlyOHa»
C JOCTyHOM K DJEKTPOHHOMY KaTajory M JApyruM OuOIHOTEHHO-
MH(POPMAILIMOHHBIM pecypcam

3. http://lib.uni-dubna.ru/biblweb/search/resources.asp7sidM 8 - chnenu-

ANMM3UPOBAHHBINA pa3zen caiita OMOIMOTEKH C JOCTYHOM K AJIEKTPOHHBIM
pecypcaM, NPENOCTaBISEMBbIX Ha OCHOBE JIMLEH3MOHHBIX COTJIAIICHUM,
3aKJIFOYEHHBIX MEX]Y OpraHu3alusMu - JEpKATEISIMUA PECYpPCOB U

yHUBepcUTETOM «JlyOHa»
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http://www.linuxshare.ru/docs/security/iptables/iptables-tutorial.html
http://www.elibrarv.i-u/
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http://lib.uni-dubna.ru/biblweb/search/resources.asp7sidM_8

5. KOHTPOJIb 1 OHEHKA PE3YJIBbTATOB OCBOEHMUS ITPO®ECCH-

OHAJIBHOI'O MOAYJIA

Pe3yabTathl (0OCBOEHHBbIE
npogdeccuoHaIbLHbIE
KOMIIeTEHIIVH)

OCHOBHDBIE TOKA3aTeIN OLCHKH pe3yJibTaTa

DopMBbI U METOJbI KOH-
TPOJISl U OLlEHKH

11K 2.1. AnMHHECTPHUPOBATH
TTOKAJIbHBIC BEIYUCITUTEIBHBIC
CETH Y IPHHUMAThH MEPHI TI0
YCTPaHEHHUIO BO3MOXHBIX COO-
eB.

Ob6ecnieunBath OecriepeboitHoe (yHK-
LUOHUPOBAHUE BBIUYMCIIUTEIBHOM CETH B
COOTBETCTBUHU C TEXHUYECKUMHU yCIOBUSIMU
1 HOpMaTHBaMH 00CITyKHBaHUSI

[TpoBoaUTH HEOOXOAMMBIE TECTOBBIC
IIPOBEPKU U NPOPHIAKTHIECKHE OCMOTPbI

Ocy1ecTBIATh MOHUTOPHUHT HCIOIb30BAHMS
BBIYUCIIUTEIBHOM CeTH

DUKCUPOBATh U aHATU3UPOBATH COOU B
paboTe cepBEpHOro U CETEBOro 00opy-
JIOBaHHUS

ObecnieunBaTh CBOCBPEMEHHOE BEITIOIHEHHE
MpOoPUIAKTHUECKIX paboT

CBOEBPEMEHHO BBIIIOJIHATH MEJIKUA PEMOHT
o0opymoBaHUS

®DuKcUpoBaTh HEOOXOIUMOCTDH BHE-
OYepeHOTO O0CITYKUBAHHUS IIPOTPAMMHO
TCXHUYCCKUX CPEACTB

Co0r01aTh HOPMBI 3aTpaT MaTepUaIbHBIX
pPECypcoB U BpeMEHHU

BecTu TeXHMUECKYIO U OTYETHYIO J10-
KYMEHTALHIO

DKCIepTHAs OIeHKA pe-
3yJIBTATOB ICATEILHOCTH
oOydaronmxcs B poIecce
OCBOCHHS 00pa30BaTEIIHHOMN
[MPOrPaMMBI ITPH BHITIOJTHCHUH
paboT Ha pa3NIUYHBIX dTanax
MPOU3BOJCTBEHHOHN MPaKTH-
KH.

[1K 2.2. ATMUHHCTPUPOBATH
CETEBbIE PECYPCHI B
MH(QOPMALMOHHBIX CHCTEMAX

A,Z[MI/IHI/ICTpI/IpOBaTL paSMeH.IéHHBIe CCTCBBIC

pecypcsl
[TognepkuBaTh aKTyalnbHOCTh CETEBBIX

pecypcos
Opranu3oBBIBaThH AOCTYII K JIOKATbHBIM H
rJ1I00aJIHBIM CETSIM, B TOM YHCJIe, B CETH
HNurepuer
ObecnieunBaTh 0OMEH HHPOpMAIHEH C
JIPYTHMHA OPTaHU3ANNSIMH C UCIIOB30-
BAHHMEM 3JIEKTPOHHOMN IOYTHI
KonTponupoBars UCTIONB30BaHNE CETH
WHTEepHET 1 31eKTPOHHOH MOYTHI
ConpoBoKJaTh MOYTOBYIO CUCTEMY
[IpuMeHATh HOBBIE TEXHOJIOTHH CUCTEMHOTO
aJMUHHACTPUPOBAHUS

JKCIIepTHAS OIEHKa pe-
3YJbTAaTOB AESTEIbHOCTH
00YJaOIIUXCS B MTPOLIECCE
OCBOGHHS 00pa30BaTEIbHOM
[IPOTPaMMBI IIPU BHITIOTHEHUH
paboT Ha PA3IIMYHBIX dTAITaX
[MPOU3BOJICTBEHHOM MTPAKTUKU
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[1K 2.3. Ob6ecnieunts cOop
MAHHBIX [T aHATIM3a UC-
[MOJIL30BAHUS M (DYHKIIHO-
HUPOBAHUS MPOTPAMMHO-
TEXHUYECKUX CPEICTB
KOMITBIOTEPHBIX CETEH.

OO6ecnieynBaTh HATMYHE TIPOTPAMMHO-
TEXHHUYECKUX CPEJICTB cOOpa TaHHBIX IS
aHaJM3a MoKa3aTesiel UCIOIb30BaHUs U
(YHKITMOHUPOBAHUS KOMITBIOTEPHOH CeTH

OcCyIIEeCTBIAT, MOHUTOPUHT TIPOU3BO-
JUTEIIbHOCTH CepBepa

[IpoTokoIUpPOBaTH CHCTEMHBIC U CETEBbIC
COOBITHS

[IpoTokomupoBaTh COOBITHS JOCTYIA K
pecypcam

IIpumensTh HOPMAaTHUBHO
TEXHUUYECKYIO JIOKYMEHTAIMIO B 00JIACTH
WH(GOPMAITMOHHBIX TEXHOJIOTHI

OKCIepTHasE  OIIEHKAa  pe-
3yJIBTAaTOB JeSITETEHOCTH
oOyyaromuxcsi B Hpolecce
OCBOCHHS  00pa3oBaTelbHOMN
[POrpaMMBbI TIPH BITIOJTHCHUY
W 3alIiuTe KypcoBOiM paboTHI
(TIpoekTa)

[1K 2.4. B3aumoeiicTBoBaTh
CO CIEUATUCTAMHU CMEKHOTO
mpoduis mpu pa3paboTKe
METOAOB, CPEICTB U
TEXHOJIOTMI IPUMEHEHHUS
00BEKTOB MTPO(heCCHOHATBHOMN
nesITebHOCTH.

CoBMECTHO TJIAHUPOBATh

pa3BUTHE IPOTPAMMHO-TEXHUYECKON 0a3bl
OpraHu3anuu

OO60CHOBBIBATH MPEIJIOKEHHUS TI0 pea-
JM3alKU CTPaTeruu B 00J1acTH UH-
(opMaLMOHHBIX TEXHOIOTUH

Onpenenars BAMSHUE CUCTEMHOTO af-
MHUHHUCTPUPOBAHHMS Ha IIPOLIECCHI IPYTUX
Noapa3eIeHUun

IToaroraBnuBaTh COBMECTHO € APYTUMU
nmoApasaCJICHUAMA TCXHUYCCKHUE COBCIIAHMA

[IpuMeHATh OTeYEeCTBEHHBIN 1 3apyOeKHBIIH
OTIBIT MCIIOJIB30BAaHUS IPOTPAMMHO-
TEXHUYECKUX CPEICTB

VY4acTBOBaTh B HAYYHBIX KOH(EPEHIIHSX,
CeMHUHapax.

OKCIIEpTHas ~ OLIGHKa  pe-
3YIILTATOB JESITENbHOCTH
00ydJarolmMxcss B TMPOIECCE
ocBOeHHUST 00pa3oBaTeIbHOM
[IpOrpaMMbl Ha MPAKTHYECKUX|
3aHATHSX (IIPY BBIIOIHEHUU U
3amuTe 1a00paTOPHBIX padoT,
[IPU PEIICHUU CUTYaAllMOHHBIX|
3aJa4, IpU  y4aCTHM B
JIEIOBBIX Urpax, IpH
[MOAIOTOBKC MW Y4YaCTHU B
CeMHMHapax, IpU MOATOTOBKE
pedepaToB, TOKIAIOB U T.1.)

c]:)OpMI:cI U MCTOAbI KOHTPOJI KM OLCHKH PC3YJIILTATOB O6y‘-ICHI/I$I JOJDKHBI

IIO3BOJIATH

MIPOBEPATH
poeCCHOHANIBHBIX ~ KOMIICTCHITUH,

y  oOydJaromuxcs  He
HO W pPa3BHUTHE

00eCIeynBaOIINX UX YMEHUH.

TOJIBKO
00X KOMIETECHIIMH U

c(hOpMHUPOBAHHOCTH

KOMIIeTeHIIVH)

Pe3yabTaThl (0CBOEHHBIE 001IIHE

OcHOBHbBIE MOKA3aTeIH OLEHKH
pe3yJbTara

(I)OpMI)I U METOAbI
KOHTPOJHA U OCHKHA

YCTOWYMBBIN MHTEPEC

OK.01. IloHumaTs CyImHOCTb U
COLMANTLHYIO 3HAYUMOCTh CBOEH
Oymymieit mpodeccuu, MposBIATH K HEl

YVIeOHO-BOCTIMTATEIILHBIX
podecCHOHANEHON HAIPABIEHHOCTH

AKTHBHOCTH CTYAEHTOB IpH NPOBEIECHUH]

MEPONPUITHIDKcrIepTHAS OLIEHKA Pe-

3YJIbTAaTOB ACATCIbHOCTH
06y‘{aIOH.[I/IXC$I B ITpoLnecce

JACATCIIBHOCTD, BBIOH-

OK.02. OprannzoBbiBaTh cOOCTBeHHYI0[OO0CHOBaHKE BHIOOPA 1 IPUMEHEHUS

METOJIOB M CITIOCOOOB PEIIeHUS

OCBOEHHSI 00-
[Pa30BaTEIbHON NPOrPaMMBI:
-HA MIPAKTHYECKUX 3aHsI-
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[paTh TUIIOBBIC METOBI M CITOCOOBI
BBITTOJTHEHHS TIPO(ECCHOHATTBHBIX
3a/1a4, OIICHUBATh UX 3P(HEKTUBHOCTD U
KayecTBO.

podeccuoHaIbHBIX 3a/1a4 B 007IacTH
[MOJTOTOBKY U OpraHU3aI|K
TEXHOJOTMUYECKHX MPOIECCOB Ha
[IBEHHBIX MPEIIPUATHSX.

THSX ( IPU PEIICHUN CH-
TYallMOHHBIX 33]1a4, IPH
Y4aCTUH B JISIIOBBIX UTPaXx:
[IPH TIOJITOTOBKE U YYaCTHH B
CeMHHapax, MPH MMOJIrOTOBKE

OK.03. IIpuHumars pemeHus B
CTaH/IAPTHBIX U HECTAaHIAPTHBIX
CUTYaIUsAX U HECTH 33 HUX OT-
BETCTBEHHOCTD

JleMoHCTpaIrs CITOCOOHOCTH 000C-
HOBaHHOCTh MPUHUMATD PELICHUS B
CTaHIAPTHBIX U HECTAHIAPTHBIX
Mpo(ecCHOHATBHBIX CUTYAIUSIX U HECTH
32 HIX OTBETCTBEHHOCTh B 00JIaCTH
MOJITOTOBKY M OpTaHU3aIiN
TEXHOJIOTMYECKUX MPOIIECCOB HA
MIBEHHBIX MTPEIIPUITUIX

pedepaToB, JOKIAI0B U T.1.)
- TIPY BBITIOJIHCHUU M 3aIITUTE
KypcoBOii paboTsI (TIpoeKTa);
- TIPY BBITIOJTHEHUH paboT Ha
Pa3TUYHBIX 3TAIax
MPOM3BOJICTBEHHOM IMpaK-
TUKH

OK.04. OcymiecTBIATh MOUCK U
MCTIoNb30BaHue HH(opMaIuy,
HeoOxoanMoi aist 3¢ dexTuBHOTO
BBITIOJTHEHHS TIPO(ECCHOHATBHBIX
3amad, mpoeCCHOHANBHOTO U
ITMYHOCTHOTO Pa3BUTHS

OnepaTuBHOCTH MOMCKA U UCTIONIBb30BAHUS
HeoOXoauMON HH()OPMATTIH IS
Ka4YC€CTBCHHOI'O BBIITOJTHCHUS
po(hecCHOHATBHBIX 33124,
Mpo(ecCHOHATBHOTO ¥ IMYHOCTHOTO
pa3BUTHSI.

[[TupoTa UCTIONB30BAHMUS PA3THIHBIX
HMCTOYHUKOB, BKIIFOUAs 3JICKTPOHHBIE (
munvl UCMOYHUKOG)

OK.05. Mcnonb3oBatk uHGpOP-
MaIMOHHO-KOMMYHHKAIIMOHHBIC
TEXHOJIOTHH B TIPO(ecCHOHATHHON

JACATCIIBHOCTH.

OrnepaTHBHOCTh, TOYHOCTh M  IIHPOTA
MOATOTOBKM M OpraHH3allMd  TeX-
HOJIOTMYECKHX  TIPOLIECCOB € HC-
[OJIb30BAaHUEM  OOIIEr0 ¥ CIEI[HANH-
3UPOBAHHOTO  MpPOTrpaMMHOTO  obec-
TICUYCHUS.

OK.06. PaboTaTh B KOJIJICKTHUBE H B
KoMaH/ie, 3PPEKTHBHO 0OIIATHCS €
KOJUIEraMH, PYKOBOJICTBOM,
MOTPEOUTEIAMH.

KommyHHKa0enbHOCTh, POPMHPOBAHHE U
000CHOBaHUE 33124, CTOSIINX Tepe]
KOMaHI0# (KOJJIEKTUBOM), OpTaHM3aLUs
B3aMMOEMCTBHSA BHYTPH KOJUIEKTHBA
(TTO3ULMSA PYKOBOAUTEIS - TO3ULHS
[10TYMHEHHOT'0),000CHOBAaHHE CBOUX
3a7a4 IIpU OOLIEHUH € 00YJaroLIMMUCS,
[peroaBaTesiM1u, MacTepaMy Ipo-
M3BOJICTBEHHOTO O0YYEeHHS U PyKO-
BOJUTEINSIMH MTPAKTUKHU B X07ie 00yUYeHHUs

OK.07. Bpartb Ha ce0s oTBeT-
CTBEHHOCTb 32 padOoTy WICHOB
KOMaHbI (TOMYMHEHHBIX), 33 pe-

3YJbTAT BBIITOJTHCHHBIX 3aJIaHI/II>'I.

OTBETCTBEHHOCTH 33 PE3YNIbTAT BbI-
MOJTHEHUS 3alaHU.

AHaTU3 pe3yIbTaTOB COOCTBEHHON
NESATEIbHOCTU U UX KOPPEKIUSL.

OK.08. CamocCTOSTENTHHO ONIPENETSITH
3a1aun MPOeCCUOHAIBHOTO H
ITMYHOCTHOTO Pa3BHUTHUS, 3aHUMATHCS
caM000pa30BaHKEM, OCO3HAHHO
[JIAHUPOBAThH MOBHIIICHUE
KBaTM(DUKALTUT

Il1anupoBaHue  BHEAyAUTOPHOW  ca-
MOCTOSITEJIGHOM PabOTHI TMpH W3yYEHUH
podecCHoHaIbHOTO MOJTYJIS,
BBITIOJTHCHHE JIOTIOJTHUTEITBHBIX

TBOPYECKUX 3aJaHUW TPH BBINOJHECHUY

TOMAaIIHUX 3aJaHuil
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OK.09. OpuentupoBaThcs B
YCIIOBUSIX YaCTOW CMEHBI TEXHOJIOTUI B
PO ECCHOHATTEHOMN TEeSITEITLHOCTH.

[IposiBiieHHE HHTEpECa K HHHOBAIUSIM B
00s1acTH PO eCCHOHAIIBHOM
IeSITENIbHOCTH, YYaCTHE B TPOCKTHOIA,
KOHKYPCHO# J€ATEeTbHOCTH

OK. 10. UcnonHATh BOUHCKYIO
00513aHHOCTD, B TOM YHCJIE C
[MPUMECHEHUEM MOJTyYCHHBIX
PO ECCUOHATTLHBIX 3HAHUH (1S
FOHOIIICH).

,}:[CMOHCTpaHI/IH TOTOBHOCTH K HC-
[MOJHEHUIO BOUHCKOM 00S3aHHOCTH.
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